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ABSTRACT

The purpose of this study is to apply the ChaCha20 and RSA cryptographic algorithms to enhance text
security and safeguard data from unauthorized access, data breaches, and cyberattacks such as man-in-
the-middle or replay attacks. ChaCha20, a symmetric encryption algorithm, is employed for generating
efficient and secure keystreams, while RSA, an asymmetric algorithm, is used for encrypting numeric
keys or messages. The integration of these two algorithms ensures robust data protection from various
digital threats. The choice of this title stems from the growing urgency to prioritize data security in the
digital era, especially given the increasing incidents of data leaks that often lead to significant
consequences. This research focuses on analyzing the implementation of both algorithms in encryption
and decryption processes, as well as evaluating their effectiveness in preserving data confidentiality and
integrity. The findings of this study demonstrate that the ChaCha20 and RSA implementations
effectively secure data, with the encryption and decryption processes functioning as intended. To further
validate the system’s robustness, simulated attacks were conducted, and the results confirmed the
system's ability to prevent unauthorized access. This research not only contributes to the development of
reliable data security solutions but also highlights opportunities for future improvements. Enhancing
algorithm efficiency and optimizing encryption runtime are potential areas for further exploration. By
addressing these challenges, the study aims to pave the way for more robust and efficient cryptographic
solutions in the evolving landscape of digital security.

Keywords: ChaCha20 encryption; Cryptographic Implementation; Cyberattack
Prevention; Data Security; RSA algorithm

INTRODUCTION

The ChaCha20 algorithm is widely recognized for its combination of speed and robust security in
encryption tasks. At its core, ChaCha20 operates by generating keystreams through the chacha20Keystream
function, which serves as the backbone of the algorithm. The encryption process begins by forming an
initial state, constructed by combining keys, nonces, and counters. This state undergoes a series of
transformations, including rotations, spins, and bitwise manipulations, executed across 20 rounds as
described in the chacha20Block function. These operations enhance the randomness and unpredictability
of the keystream, ensuring that the generated ciphertext is resistant to a wide range of cryptographic attacks.
A key aspect of ChaCha20’s operation is the byte-by-byte XOR process, used to generate ciphertext from
plaintext and to decrypt the ciphertext back into its original form. This approach is not only efficient but
also reflects the symmetric nature of the algorithm, where the same key is used for both encryption and
decryption.
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One notable enhancement in this study is the implementation of a ToWordArray function, which
converts string keys into 32-bit word arrays. This feature adds flexibility to the algorithm, allowing it to
efficiently process string inputs as cryptographic keys without compromising security. This functionality is
particularly advantageous for applications requiring dynamic and diverse key management systems.

According to Barbero, etc(2022), by considering the ChaCha20 stream cipher in a related-key scenario
and studying how to obtain XOR rotation pairs with a nonzero probability after applying the first quarter-
round, it is possible to analyze potential vulnerabilities. The input of ChaCha20 can be viewed as a 4x4
matrix of 32-bit words, where the first row of the matrix is assigned constant values, the next two rows
represent the key, and the fourth row contains some initialization values. Investigating the existence of
constants different from those used in the first row of the ChaCha20 input reveals an increased probability
of XOR rotations, indicating a potential weakness in certain variants of the ChaCha20 stream cipher.

According to Tampubolon (2021), data theft is often carried out for criminal activities, such as the
misuse of data for illicit purposes. The author aims to secure text messages using a combination of the RSA
algorithm and the DES algorithm. If only the RSA algorithm is used, the security of a text message remains
vulnerable. The security level of the RSA algorithm depends on the key size used; the smaller the key size,
the easier it is to break using brute-force methods.

According to Aulia, etc(2019), cryptography can be defined as a technique for making text messages
unreadable. In its implementation, the original message is transformed into an unrecognizable form, and
upon reaching its destination, it can be restored to its original form. Cryptography is classified into three
types: symmetric, asymmetric, and hash.

ChaCha20’s unique combination of speed and security makes it an excellent choice for various real-
time applications, such as secure communication protocols, streaming platforms, and encrypted messaging
services. Furthermore, its lightweight design allows it to operate efficiently even on devices with limited
resources, such as 10T devices and mobile systems, highlighting its adaptability in modern cryptographic
solutions.

LITERATURE REVIEW

ChaCha20

ChaCha20 is a symmetric encryption algorithm belonging to the stream cipher family, developed by
Daniel J. Bernstein in 2008 as a more secure and efficient alternative to AES. It utilizes 256-bit keys and
96-bit nonces, offering high-speed performance and strong resistance to cryptographic attacks, particularly
on devices without specialized hardware acceleration (Nir & Langley, 2018). ChaCha20 is an improved
version of Salsa20, incorporating modifications that enhance diffusion per round to strengthen security.
Earlier variants, such as ChaCha8, evolved into ChaChal2 and ChaCha20, featuring 12 and 20 rounds,
respectively, to enhance resilience against cryptanalysis.

Compared to Salsa20, ChaCha20 provides a more robust encryption mechanism by increasing the number
of rounds, thereby improving diffusion. Bernstein also introduced key operations in ChaCha20, such as
quarter-round transformations and matrix structures. While ChaCha shares similarities with Salsa20, it
differs in its operational sequence. In a quarter-round, ChaCha updates four 32-bit words (a, b, ¢, and d)
twice, whereas Salsa20 updates them only once. This modification enhances security by increasing the
complexity of the encryption process.
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a+=b:d”=a; d<<<=16;
c+=d; b =c; b<<<=12;
a+=b;d”"=a;d<<<=8;
c+=d; b =c;b<<<=7;

The advantage of quarter-round in ChaCha is that it spreads changes faster, ensuring that each input word
affects the output more evenly than Salsa20.

RSA

RSA (Rivest-Shamir-Adleman) is an asymmetric encryption algorithm introduced by Ron Rivest, Adi
Shamir, and Leonard Adleman in 1977. These algorithms are widely used in secure communication, digital
signatures, authentication, and key exchange, and are an important cornerstone in modern cryptography
and information security techniques.
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Fig 1. RSA encryption and decryption algorithms(Forouzan, 2008)

The original message from Alice to Bob is called plain text, while the sent message is called passtext. Alice
uses encryption algorithms and secret keys to convert plain text into ciphertext. Bob uses the same
decryption algorithm and key to return it to plain text. Forouzan refers to these encryption and decryption
algorithms as ciphers, while keys are the values used in password operations.
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Fig 2. Research stages

The research method used in this study is designed to achieve the goals that have been formulated. Data
collection techniques are one of the main components in this research process, where various approaches
are used to obtain relevant information and support the analysis. The approach used is adjusted to the needs
of the research, so that the results obtained can answer the problems studied comprehensively. The data
collection technique is carried out by combining primary and secondary data sources. Primary data were
obtained through direct observation and experiments, which allowed researchers to evaluate the application
of the ChaCha20 algorithm in hybrid cryptography. Meanwhile, secondary data is obtained from literature
studies, such as scientific journals, reference books, and other credible sources, in order to enrich the
theoretical basis and provide a broader context for the problem being researched. The data analysis process
is carried out in stages to ensure that each step of the research runs systematically. The analysis begins with
the grouping of data based on their type and relevance to the research objectives. The collected data is then
processed and interpreted to produce meaningful information. The analysis also involves comparing the
results of encryption and decryption using ChaCha20, in order to assess the level of security and efficiency.
In addition, this study uses an experimental approach to evaluate the performance of the applied algorithm.
Experiments are conducted with specific scenarios that represent real use, such as encryption and decryption
of sensitive text files. The results of the experiment were analyzed to see the effectiveness of the algorithm
in maintaining data confidentiality and the time efficiency required during the cryptographic process.
Through a combination of systematic data collection and analysis techniques, this study aims to contribute
to understanding the application of the ChaCha20 algorithm in hybrid cryptography systems. With a
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structured approach, the results of this study are expected to provide a clear picture of the benefits,
advantages, and limitations of the proposed method.

Symmetric
encryption

Diagram System
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Asymmetric
encryption

Text encryption

Plaintext ybrid encrypted text

Symmetric Asymmetric
decryption decryption

Fig 3. Combination of ChaCha20 and RSA

Text decryption

Figure 3 above illustrates in general how hybrid cryptography works, the process starts with a gray file
that contains sensitive information that needs to be protected from unauthorized access. To improve the
security of text files, Gray implements a layer of symmetric encryption. It involves using a symmetric
encryption algorithm, such as ChaCha20, to encrypt the entire text file. Gray chose a strong and secret
password. This password will serve as a key to unlock the symmetric encryption and decrypt the text file
later. Using the chosen password, Gray applies a symmetric encryption algorithm to encrypt text files. It
creates an encrypted version of the original text file. Gray generates a pair of asymmetrical keys: a public
key and a private key. The public key will be used for encryption, and the private key will be used for
decryption. Gray encrypts the symmetric encryption key (the password used for text files) using the
recipient's public key (Green). This ensures that only Green, who has the associated private key, can decrypt
the symmetric encryption key. The receiver, "Green", who has the private key that corresponds to the public
key used for encryption, receives an encrypted symmetric encryption key. Green used their private key to
decrypt the encrypted symmetric encryption key, revealing the original symmetric encryption key that Gray
used to encrypt text files. Armed with the original symmetric encryption key, Green uses it to decrypt
symmetrically encrypted text files. This process returns the original plaintext content of the file. By using
hybrid cryptography in this way, Gray ensures that sensitive text files remain secure during transmission or
storage. The combination of symmetric encryption for file content and asymmetric encryption for
encryption key exchange improves overall data security and enables secure sharing between Gray and
Green.

Encryption Design

In the process of designing ChaCha20 and RSA encryption, it will be applied using an input in the form
of a plaintext that will be encrypted first. This process will go through four important steps, namely Encrypt
Key to create a Stream key(ChaCha20 Key), Prime Number p, Prime Number g and the Encryption process.
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Here the plaintext to be used is "ZIAD" with its mandatory encryption key of 32 bytes or 64 hexadecimals,
namely "00112233445566778899AABBCCDDEEFF".

ChaCha20 Encryption

Encryption with the ChaCha20 algorithm is the process of securing data by converting it into an
unreadable (encrypted) format using an encryption key known only to authorized parties. Here is a step-by-
step explanation of how to encrypt "Ziad" messages using ChaCha20:

Step 1: Understanding Constants and Variables

A. Locks and Nonce
Keys and nonces are important components used in ChaCha20 to ensure the security of the
encryption results.
Table 1. Locks and Nonce

Variable Heksadesimal Value Explanation
Key 00112233445566778899AABBCCDDEEFF | 256-bit (32 bytes) encryption key
Nonce 11223344 64-bit values used as nonce to ensure
uniqueness

Step 2: Keystream block formation (Key Initialization and Initial Block)
ChaCha20 utilizes initialized encryption keys and nonces to form a keystream through the initialization
process.

Step 3: (Permutation Round)
In ChaCha20, this operation describes how an algorithm works in a single round or "permutation round"
using input data.

Step 4: (Keystate Block)

Keystate Block Results

The result of the last round of permutation is a keystate block. This keystate block is used as the "internal
key" for the encryption process on the ChaCha20 algorithm.

Step 5: (Encrypt data)

In this step, the data to be encrypted is converted to binary format and encrypted by performing an XOR
operation using the keystream that has been generated.

Data Conversion

The "Ziad" data in UTF-8 format is converted into a binary representation:
"Z"— 01011010

"i" — 01101001

"a" — 01100001

"d" — 01100100

So, the "Ziad" data in the binary is: 01011010 01101001 01100001 01100100

* Corresponding author

This is an Creative Commons License This work is licensed under a Creative

Commons Attribution-NonCommercial-ShareAlike 4.0 International (CC BY-

NC-SA 4.0). 295



https://doi.org/%2010.47709/cnahpc.v7i1.5345

Journal of Computer Networks, Architecture and

High Performance Computing
Volume 7, Number 1, Januari 2025
https://doi.org/ 10.47709/cnahpc.v7il.5345

Submitted : Jan 17, 2025
Accepted :Jan 30, 2025
Published : Jan 31, 2025

RSA Encryption

To encrypt the results of ChaCha20 encryption with RSA, we first need to create a strong private key and
a public key and then take the next steps to encrypt it. Here are the steps to encrypt the results of
ChaCha20 with RSA:

Step 1: Generate Keys
Select two prime number (p dan q)

Calculate the Modulus Value (n)(1)
Formula for calculating Modulus Value:

n=pxq 1)

Calculate the Totien Function(2)
Since p and q are prime numbers, ($ (n))they are calculated as:

dM=p-1)x@-1) @

Select Encryption Exponent (e)

Choose a relatively prime one with ®(n). The common values for e are 3, 17, or 65,537.
Calculate Decryption Exponents (d)

The decryption exponent d is the modular inverse of the e modulo ®(n). It is calculated using the
Euclidean algorithm:

exdmoddn =1 (3)

Initialization of calculations(4)
Each iteration uses the formula:

q=a+b
(a,b) = (b,amod b)
(xxy) =Ox —qxy) (4)

This process is repeated until b=0, and the last x value is d. After the iteration, it was found:

Table 2. d value

Variable Value

d 62,486,071,073

With the above steps, the RSA key has been successfully generated:
Public Key (e, n): (17, 531,133,135,307)
Private Key (d, n): (62,486,071,073, 531,133,135,307)

Step 2: Convert ChaCha20 Results to RSA Messages
Binary Encryption Results
The results of the binary encryption provided are:

01110001 00101001 10001110 11111101
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Steps to Convert to Decimals
Each binary block is converted to a decimal:
Where is the binary value in the ith position, calculated from the right (O position).
1. blok1:11111101;
111111012=((1 X 27)+(1 X 26)+(1 X 25)+(1 X 24)+(1 X 23)+(1 X 22)+(1 X 21)+(1 X 20) = 128 + 64 + 32 +
16+8+4+0+1=253
Conversion Results
The result of binary encryption in decimal format is:

253 142 41 113

Step 3: Encrypt Messages with RSA Public Key

In this step, we will encrypt the numeric message 253 142 41 113" using the RSA public key that has been
provided:

Encryption Exponent (e): 29

Modulus (n): 531133135307

The formula for RSA encryption is(5):

C=M¢modn

(5)

Where:

~ C is the ciphertext (the result of encryption).

_M is the numeric message that you want to encrypt.
e is an encryption exponent.

~n is the modulus.

The steps are as follows:

Numerical Message (M): 253 142 41 113

Encryption Exponent (e): 29

Modulus (n): 531133135307

To calculate the operation correctly, it is necessary to calculate separately, namely 253, 142, 41, 113. Here
are the calculations(6):

C = 2532° mod 531133135307 = 392169214730 (6)

So the results of all calculations from 253, 142, 41 and 113 are 392169214730, 412260330458,
46740195788, 213243971870.

RSA Decryption
The steps to decrypt an RSA ciphertext with its private key are as follows:

Step 1: Get the RSA private key
Because at the beginning you have received the RSA private key in the form of (d, n), which is as follows:
C (encrypted message) = 392169214730 412260330458 46740195788 213243971870
d (decryption exponent) = 238093477709
n(modulus) =531133135307
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Step 2: Description of RSA ciphertext

RSA ciphertext descriptions involve using a private key (d,n) to describe a message that has been
previously encrypted with a public key (e,n). Just like before this description process is processed separately,
the steps are as follows:
Using the private key (d,n), you can use the RSA description formula(7):

M = CY modn (7)
Enter the values C, d, and n into the formula and then do the calculation(8):
M = 392169214730238093477709 mod 531133135307 (8)

So the results of all calculations from 92169214730, 412260330458, 46740195788 and 213243971870
are 253, 142, 41, 113.

ChaCha20 Decryption

To decrypt the ciphertext generated with ChaCha20, it is only necessary to perform a decryption process
which is the opposite of the encryption process. It uses the same keystream that is used for encryption and
performs XOR operations between the ciphertext and this keystream. Here are the steps:

Step 1: Convert decimal to binary

253 =11111101

142 = 10001110

41 =00101001

113 =01110001

Now we have these values in binary format.
Previous ciphertext results:

01110001 00101001 10001110 11111101

Step 2: Find the keystream to use

Use the same keystream used when encrypting. In this case, the keystream of the same key state block is
several, namely, as follows:

Word 0: 01101011 01000000 11100011 11110101
Word 1: 01001111 00010110 00101111 00001001
Word 2: 01000110 11010100 01001100 00111111
Word 3: 00111001 11000010 00010001 00001000
Word 4: 00000011 00000010 00000001 00000000
Word 5: 00110011 00100000 01100100 01101110
Word 6: 01111001 01100010 00101101 00110010
Word 7: 00010001 00100011 00110011 01000100

Perform XOR operations between ciphertext and keystream. This will return the original plaintext(9):

01110001 00101001 10001110 11111101 (Ciphertext)
01101011 01000000 11100011 11110101 (Keystream) &

9)
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The result of the XOR operation is the original plaintext:

0101101001101001 01100001 01100100

This is the original message that you have successfully decrypted from the ciphertext. In the decryption
process, it is important to use the same keystream used during encryption to get the correct result. Thus,
both the receiver and the sender must have access to the same keystream and the encryption key used during
the encryption process.

Changing this utf-8 binary format to characters:

Here is the "Ziad" character conversion from the UTF-8 binary format:

Character 'Z' (01011010 in binary)

Character 'i' (01101001 in binary)

Character 'a' (01100001 in binary)

Character 'd' (01100100 in binary)

So, in UTF-8 binary format: 01011010 01101001 01100001 01100100 is "Ziad"

RESULT

Based on the results of the research that has been conducted, it can be concluded that the integrated
application of ChaCha20 and RSA cryptographic algorithms is an effective solution to improve the security
of digital texts. The ChaCha20 algorithm, with its lightweight design and high efficiency, is able to provide
a fast encryption process without sacrificing a level of security. Meanwhile, the RSA algorithm offers an
edge in key management, particularly in public and private key exchange mechanisms, which ensures data
remains protected even in environments that are vulnerable to threats. The combination of these two
algorithms results in an encryption system that is not only strong but also flexible in various usage contexts,
whether for personal communications, business applications, or other security systems. This study shows
that the integration of ChaCha20 and RSA is able to answer the challenges of modern encryption needs that
demand speed and high security.

Thus, this research has succeeded in achieving its main goal, which is to contribute to the development
of reliable and practically implementable data protection methods. In addition, these findings open up
opportunities for further research, such as the exploration of other supporting algorithms or applications to
non-textual data, to further expand the benefits of the solutions that have been developed.

DISCUSSIONS

This study uses ChaCha20 and RSA algorithms as a combination of cryptography for text security.
Further research can explore other symmetrical and asymmetric algorithms to compare efficiency and safety
in different scenarios. In addition, the application of non-text data, such as images, videos, or audio, is
relevant for the protection of multiformat data. The system can also be tested on more complex
environments, such as cloud applications or distributed systems, to evaluate performance at scale.
Algorithm optimization in terms of execution time and resources is important, especially for 10T or mobile
devices with limited power. More in-depth security testing, such as simulated brute force or man-in-the-
middle attacks, is also needed to ensure the system's resilience to cyber threats.

CONCLUSION

Based on the results of the research that has been conducted, it can be concluded that the integrated
application of ChaCha20 and RSA cryptographic algorithms is an effective solution to improve the security
of digital texts. The ChaCha20 algorithm, with its lightweight design and high efficiency, is able to provide
a fast encryption process without sacrificing a level of security. Meanwhile, the RSA algorithm offers an
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edge in key management, particularly in public and private key exchange mechanisms, which ensures data
remains protected even in environments that are vulnerable to threats. The combination of these two
algorithms results in an encryption system that is not only strong but also flexible in various usage contexts,
whether for personal communications, business applications, or other security systems. This study shows
that the integration of ChaCha20 and RSA is able to answer the challenges of modern encryption needs that
demand speed and high security. Thus, this research has succeeded in achieving its main goal, which is to
contribute to the development of reliable and practically implementable data protection methods. In
addition, these findings open up opportunities for further research, such as the exploration of other
supporting algorithms or applications to non-textual data, to further expand the benefits of the solutions
that have been developed.
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