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ABSTRACT

The exchange of sensitive data via social media platforms faces dual challenges: the risk of third-party interception
and distortion due to image compression. Conventional steganography methods based on Least Significant Bit
(LSB) often fail to balance embedding capacity with visual quality and are vulnerable to statistical steganalysis
attacks. This research proposes a hybrid steganography framework that integrates multidomain adaptive pixel
selection and layered cryptographic security. The pixel selection method combines Canny Edge Detection, Local
Binary Pattern (LBP), and Local Entropy to determine optimal Regions of Interest (ROI). Data security is
reinforced through content encryption using Advanced Encryption Standard (AES-256) and pixel position
scrambling using Arnold Cat Map (ACM). Validation was conducted on 100 images from the ALASKA?2 and
Dresden datasets. Experimental results demonstrate the system's superior performance in balancing quality and
capacity under standard load, the system achieves an average Peak Signal-to-Noise Ratio (PSNR) of 77.85 dB and
a Structural Similarity Index (SSIM) of 1.0000. Stress tests confirmed the system's scalability, accommodating a
maximum capacity of 3.00 bpp while maintaining safe visual quality (PSNR 51.26 dB). Although the system is
fragile against JPEG compression on public timelines, this characteristic is validated to function effectively as a
tamper sensitivity feature to detect illegal manipulation. Therefore, this framework is recommended as a solution
for secure covert communication via document transmission channels (file sharing) on social media, ensuring high
confidentiality and data authenticity.

Keywords: Steganography, Adaptive LSB, Chaos Encryption, Arnold Cat Map, AES-256, Tamper Sensitivity,
Social Media Security.

INTRODUCTION

In this era of digital transformation, information technology (IT). The Rapid development of social media
platforms and the intensity of digital data exchange have created an urgent need for information protection
mechanisms that are not only secure but also resistant to detection attempts. In this context, image steganography has
become a crucial method that allows the insertion of secret messages into image pixels without arousing visual
suspicion (Gutub & Al-Shaarani, 2020; Sener & Giiney, 2024). Even so, modern steganography faces complex
challenges in maintaining an optimal trade-off between three main parameters, namely payload capacity, visual quality
(imperceptibility), and robustness against artificial intelligence-based steganalysis attacks (Bohra et al., 2024; Kheddar
et al., 2024). Therefore, selecting the right basic method and developing it is key to addressing these security
challenges.

The conventional Least Significant Bit (LSB) method, which has been popular due to its computational
simplicity, has proven to have fundamental weaknesses. This method is vulnerable to advanced statistical analysis
such as RS analysis and deep learning-based attacks such as SRNet, which are capable of detecting even the smallest
anomalies in the bit structure of an image (Bohang et al., 2025; Rahman et al., 2025). Although recent research has
proposed various LSB modifications through adaptive pixel selection and encryption approaches, the majority of these
solutions are still limited to the use of one-dimensional selection criteria or validation conducted in overly controlled
laboratory environments (Rustad et al., 2022; Sultana et al., 2024). These limitations indicate the need for a more
holistic approach to address the remaining vulnerabilities.

In the perspective of Information Systems, this research offers an end-to-end solution to ensure the security
and authenticity of data transmission within organizations. The urgency of this technology is reflected in the real
challenges in national disaster management, where crowdsourcing platforms such as Peta Bencana.id, which rely on
citizen reports via social media, often face data validity issues due to the circulation of hoax photos or recycled old
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photos. In this scenario, the hybrid steganography framework functions as an integrity verification mechanism,
whereby the system can embed digital signatures containing time and location metadata into the pixels of the report
image. Thanks to its tamper sensitivity characteristics, the system is able to detect even the slightest manipulation; if
the message fails to be extracted, the authenticity of the image is questionable. This provides a crucial tool for decision
makers such as BNPB to filter valid information from data noise on social media, while also supporting integration
with modern architectures such as automated microservices. On the other hand, recognizing the potential for misuse
of steganography technology for illegal activities, this research also emphasizes ethical aspects through
recommendations for controlled implementation with strict verification mechanisms.

The overall aim of this study is to validate the system's performance, balancing quality and capacity, and
demonstrating its function as a reliable method for covert communication in social media environments, specifically
utilizing the integrity sensitivity characteristic to detect any manipulation

LITERATURE REVIEW
The literature review focuses on three main aspects that form the proposed steganography framework: adaptive
LSB method for pixel selection, hybrid cryptography integration (AES and Chaos), and challenges posed by social
media image compression.

LSB Steganography and Adaptive Enhancement

The Least Significant Bit (LSB) method is a popular spatial domain steganography technique due to its
computational simplicity. However, conventional LSB is vulnerable to statistical steganalysis attacks, such as RS
Analysis, due to random bit modifications in uniform pixels. To address this weakness, previous research has focused
on modifying LSB through adaptive pixel selection (Adaptive LSB).

a. Integration of LSB with Cryptography: Several studies have proposed hybrid models that combine LSB with
cryptographic algorithms such as AES-256 to ensure data confidentiality before the embedding process.
Research by Jain et al. (2024) and Alanzy et al. (2023) shows that the combination of adaptive LSB and AES-
256 can achieve high visual quality (PSNR >50 dB or even 80—85 dB) and resistance to statistical analysis.

b. Image Analysis-Based Pixel Selection: Efforts to increase capacity and imperceptibility are made by directing
bit embedding only to areas with high complexity (edge pixels or textures). Research by Abdullah & Nawaf
(2023) combines Discrete Wavelet Transform (DWT) with modified LSB for frequency subband selection,
resulting in a significant PSNR improvement compared to traditional LSB.

c.  Research Gap: Although many studies use adaptive LSB and encryption, there is a gap in simultaneously
integrating various adaptive features. Previous studies have not sufficiently explored the combination of
multidomain features such as edge detection (Canny Edge Detection), texture (LBP), and local entropy to
determine the optimal Region of Interest (ROI), which is the main focus of this study.

The Modified LSB Model (Rustad et al., 2022) takes a different approach from the Inverted LSB method. This
model focuses on minimizing error by finding the best insertion pattern, whether to flip bits or not, to maintain
image quality. Although visual quality is maintained, in terms of security, this model only uses RC4 encryption,
which is classified as a classic algorithm. An overview of this modified model can be seen in Figure 1
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Fig. 1 Inverted LSB Modification Model
Hybrid Cryptography and Layered Security

To address modern steganalysis threats, steganography research has shifted to a hybrid approach that
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combines cryptography and steganography. This concept ensures confidentiality and layered security.

Use of AES-256: The Advanced Encryption Standard (AES) is universally used in hybrid steganography
studies due to its high security and computational efficiency, ensuring that confidential content cannot be
accessed without a key.

Role of Chaos Theory: Chaos theory, specifically using maps such as the Arnold Cat Map (ACM), is used
to permute pixel positions. Chaos encryption aims to randomly distribute secret data across the carrier image,
destroying statistical patterns that could be exploited by steganalysis.

Combination of Encryption and Permutation: The proposed framework adopts a layered security model:
AES for content encryption, followed by ACM for randomizing the position of the encrypted payload before
insertion. A literature review shows that although AES is common, the integration of ACM with
multidomain adaptive pixel selection (Canny, LBP, Entropy) on spatial LSBs has not been explored in depth
for the context of social media images.

Social Media Image Challenges and Integrity Sensitivity

The unique characteristics of images uploaded to social media platforms, such as the presence of destructive
compression (JPEG/WebP) and EXIF metadata, create significant challenges for steganography.
Robustness vs. Fragility: Most steganography methods struggle to achieve robustness against social media
compression, which can damage hidden data. However, this research utilizes this weakness as a feature.
Tamper Sensitivity (Integrity Verification): JPEG compression occurring on public timelines causes this
steganography system to become fragile. This fragility is validated as a tamper sensitivity feature. If the
stego image is modified, the hidden data cannot be extracted, which effectively detects illegal manipulation.
Research Focus: This research specifically uses the ALASKA2 dataset (representing social media
compression and metadata) and Dresden (for sensor noise representation), which allows testing the system's
response to social media channel distortion and validates its effectiveness as an integrity verification
mechanism.
Overall, this research aims to fill the research gap by designing a hybrid framework that explicitly addresses
the trade-off challenges between capacity, quality, and resistance to steganalysis, through the intelligent
combination of multidomain adaptive pixel selection (LBP, Canny, Entropy) and layered cryptography (AES-
256 and ACM) in the context of volatile social media compression environments.

METHOD
The research methodology applied in this study was designed to develop and validate a hybrid steganography
framework. Broadly speaking, this methodology involves the following systematic steps:
1. Literature Review and Research Gap Identification
The initial stage involved an in-depth literature review of 37 previous studies (2020-2025) to identify research
gaps related to adaptive steganography and chaos encryption.
2. Data Collection and Pre-processing
The test data was sourced from the ALASKA?2 and Dresden standard datasets. These datasets were selected
because they represent the characteristics of social media images containing variations in compression and
real camera sensor noise. Image preprocessing was performed through format conversion and dimension
normalization to ensure input consistency.
3. System Design and Implementation (Hybrid Framework)
This stage focused on the development of two main modules that form the proposed system:
- Adaptive Pixel Selection Module (Adaptive Pixel Selection Algorithm Design): This algorithm is
multidomain, combining the following criteria:
- Edge Detection (Canny Edge Detection)
- Texture Feature Extraction (Local Binary Pattern/LBP)
- Local Entropy Calculation
- The goal is to determine the Region of Interest (ROI) or complex area on the image that is safe for
message insertion. This process involves weighting and determining the ROL.
- Hybrid Security Module (Chaos Encryption Module Design): Layered security in

This study was implemented through a series of systematic stages to ensure that each component of the framework
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was tested for validity. The general research flow is illustrated in fig.2.
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Fig. 2 Flowing Diagram of Research Methodology

The research methodology applied in this study was designed to develop and validate a hybrid steganography
framework. Broadly speaking, this methodology involves the following systematic.

Security system designed using a hybrid approach to ensure confidentiality and randomness of data distribution,
The performance evaluation is conducted comprehensively using three main testing categories that can be observed.

as shown in Fig 3.
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Fig. 3 Hybrid Encryption Scheme of AES and Chaos and Process of Testing and Evaluation

RESULT
The results of this study show that the proposed hybrid steganography framework is capable of achieving several key

accomplishments, namely:

Increase in Insertion Capacity and Visual Quality: The system is capable of inserting data up to a maximum of 3.00
bpp (bits per pixel) without significantly compromising visual quality, with an average PSNR value of 77.85 dB and
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SSIM of 1.0000. This proves that the multidomain adaptive LSB method is able to overcome the trade-off between
capacity and quality that is usually a constraint in conventional steganography. High data security: The integration of
AES-256 encryption with chaos encryption (Arnold Cat Map) provides a strong level of security for the embedded
data and increases resistance to statistical and brute-force attacks. Test results show that hidden data remains safe from
detection and manipulation, and enables detection of illegal manipulation through fragility characteristics against lossy
compression such as JPEG. Scalability and Attack Resistance: The system can accommodate capacities of up to 3.00
bpp and maintain high visual quality (PSNR above 51 dB) when tested under maximum load. However, the system is
fragile to JPEG compression in the public timeline, which can be used as a sensitivity feature to detect data
manipulation.

Risk Profile Analysis and IT Issues. Emprical Validation on the ALASKA2 and Dresden Datasets: The system has
been well validated through experiments on social media image datasets containing metadata and sensor noise. The
test results show its effectiveness in maintaining visual quality, making it suitable for confidential communication and
reporting in social media environments. Operational Efficiency: This framework is capable of securing the
transmission of large amounts of sensitive data (up to 425 KB per 1080p image) through public platforms with high
confidentiality and guaranteed data authenticity, making it potential for use in cybersecurity applications and
confidential organizational communications.

Overall, this research proves that the combined approach of multidomain adaptive pixel selection, AES encryption,
and chaos can overcome the limitations of conventional steganography methods while maintaining security, capacity,
and visual quality simultaneously.

Compare with Previous Research To position this research, a comparison of features with similar studies is presented
in Table 1.

Table 1Comparison with Previous Research

Fitur / Metrik Penelitian Ini (Proposed) Sultana dkk. (2024) Rustad dkk. (2022)
Metode Dasar Hybrid LSB (Edge+LBP+Entropy) Hybrid Edge LSB Inverted LSB
Keamanan AES-256 + Chaos (ACM) Tanpa Enkripsi RC4 (Lemah)
Kualitas (PSNR) | ~51,26dB (3,0 bpp) ~50 dB ~55dB
~77,85 dB (0,006 bpp)
Kapasitas 3,00 bpp ~1,5 bpp ~1,0 bpp
Sifat Sistem Fragile / Tamper Sensitive Semi-Robust Fragile
Validasi Dataset | ALASKA2 & Dresden (100 Sampel) | Standard Images Standard Images
Kesimpulan Unggul di Kapasitas Tinggi Seimbang di Kapasitas Rendah | Baik di Kapasistas Rendah
DISCUSSIONS

This research presents a comprehensive framework integrating adaptive pixel selection, cryptography, and
steganography techniques to enhance the security and imperceptibility of hidden data within social media images. The key
contributions lie in the development and validation of a hybrid system that optimizes payload capacity while maintaining
visual quality and security robustness.

Effectiveness of Adaptive Pixel Selection The proposed adaptive pixel selection mechanism, which combines edge
detection, Local Binary Pattern (LBP), and local entropies, effectively identifies optimal regions for data embedding.
Temphasizing the importance of context-aware embedding to balance capacity and visual fidelity.

Security Through Hybrid Encryption The integration of AES-256 encryption with Arnold Cat Map (ACM)
permutation introduces a layered security approach. The encryption effectively resists brute-force and statistical analysis
attacks, as evidenced by key space analysis and histogram uniformity tests, which show increased resistance to
steganalysis. Resilience Against Media Distortion and Attack Robustness tests against JPEG/WebP lossy compression,
resizing, cropping, and noise addition exhibit the system's resilience, maintaining payload integrity up to moderate
distortion levels. Trade-Offs and Limitations While the system demonstrates high capacity (up to 3 bits per pixel) and
maintained visual quality, trade-offs exist in computational complexity due to the multi-step adaptive selection and
encryption processes. Practical Implications and Applications The proposed framework's integration into social media
platforms aligns with the need for secure and covert communication channels, supporting organizational and social privacy
policies. Future Directions Building upon this work, future research should explore the extension to dynamic media,
incorporate machine learning-driven adaptive algorithms for improved selection, and evaluate performance under real-
world social media workflows.
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CONCLUSION

The adaptive pixel selection mechanism designed by integrating edge detection, Local Binary Pattern (LBP), and local
entropy has proven to successfully balance the classic trade-offs of steganography. The implementation of integration
between the Advanced Encryption Standard (AES-256) and the chaos scheme using the Arnold Cat Map (ACM)
successfully created a complementary dual defense system, where AES guarantees high entropy values, while the
Arnold Cat Map (ACM) plays a crucial role in eliminating spatial correlations between pixels to prevent visual
detection in concentrated insertion areas. Architecturally, this hybrid steganography framework has proven to be
feasible for integration into organizational information systems as a covert communication solution, provided that
lossless data transmission infrastructure is used.
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