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ABSTRACT
This research presents a case study of computer network development to support
the Internet of Things (1oT) industry in an urban environment. The rapid growth
of the 10T industry has created the need for a network infrastructure that can
support the connectivity of various smart devices widely and reliably. This
research focuses on urban environments that have unique complexities such as
high population density, intensive movement, and diverse infrastructure needs.
The research methodology involves a detailed analysis of the implementation of
computer networks in the context of the 10T industry in urban environments.
Data was collected through field observations, interviews with experts, and
analysis of relevant project documents. The analysis results show that the
development of computer networks in urban environments to support industrial
10T requires scalable network design, efficient bandwidth management, tight
security, and adaptation to existing infrastructure. This case study describes
various strategies and technologies used in the development of computer
networks, including the implementation of 5G-based wireless networks and the
monitoring of urban environments using smart sensors. These results highlight

the importance of a holistic and sustainable approach when developing
computer networks for the 10T industry in urban environments. Ensuring your
infrastructure can meet future needs requires collaboration between
stakeholders, investment in the right technology, and careful planning. This
study makes an important contribution to the optimisation of computer networks
that support the growth of the 10T ecosystem in urban environments.

INTRODUCTION

The Internet of Things (10T) has been one of the most important technological revolutions in recent decades. loT
enables physical devices to connect to the internet and communicate with each other, creating a vast and complex
network of smart devices. In this context, the IoT industry includes not only smart home devices and consumer
electronics(Kurniawan & Komputer, n.d.), but also various industries that use this technology to improve efficiency,
productivity, and innovation. One of the biggest challenges in supporting the development of the loT industry is the
need for a computer network infrastructure capable of accommodating the increasing number of devices and the
growing data needs(Liu et al., 2022). Urban environments, in terms of their complexity, present unique opportunities
and challenges to the development of computer networks that support industrial 10T. High population density, intense
mobility, and diverse infrastructure requirements make urban environments an ideal laboratory for testing and deploying
IoT solutions(Almalki et al., 2023). However, it also poses significant challenges in designing, implementing, and
managing computer networks that meet these requirements. The rapid growth of loT technology has created an urgent
need for a network infrastructure that can support widespread and reliable connectivity of a wide range of connected
smart devices(Humayun et al., 2022). In this context, the development of efficient, secure, and scalable computer
networks is a top priority. A good network design should be able to accommodate an increasing number of devices
without compromising performance or security. In addition, efficient bandwidth management is essential to ensure that
data from different devices can be transferred quickly and without interruption(Pal et al., 2018).

Network security is also a major concern in infrastructure development for the loT industry. With so many
connected devices, security vulnerabilities can be exploited by irresponsible parties to access sensitive data or disrupt
system operations(Cui et al., 2018). Therefore, it is important to implement strong security measures such as data
encryption and device authentication to protect your network and connected devices(Suharto & Apriyani, 2021).
Adaptation to existing infrastructure is also an important factor in the development of computer networks for the 10T
industry in urban environments rting the growing number of 10T device connections(Lin et al., 2017a). There is also a
focus on monitoring urban environments using smart sensors. These sensors collect real-time data on various aspects of
the environment, such as air quality, transportation, and public infrastructure(Kirimtat et al., 2020), and are used to
make more informed decisions and improve the (Penulis & Hartati, 2024). This approach not only reduces costs but
also_minimizes disruption to existing services.
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The research methodology involves a detailed analysis of the implementation of computer networks in the
context of the 10T industry in an urban environment(Toresa et al., 2023). Data is collected through field observations,
interviews with experts, and analysis of relevant project documents(Hariyadi et al., n.d.). The research aims to identify
the most effective strategies and technologies for developing computer networks that can support the growth of the loT
ecosystem in urban environments. The case studies described in this research illustrate various strategies and
technologies applied in the development of computer networks for the 10T industry in urban environments(Usman et al.,
n.d.). One technology that stands out is the implementation of 5G-based wireless networks. 5G technology offers higher
speeds, lower latency, and higher capacity than previous generations, making it suitable for supporting the growing
number of 10T device connections(Lin et al., 2017a). There is also a focus on monitoring urban environments using
smart sensors. These sensors collect real-time data on various aspects of the environment, such as air quality,
transportation, and public infrastructure(Kirimtat et al., 2020), and are used to make more informed decisions and
improve the quality of life for city dwellers.

The results of this study highlight the importance of a holistic and sustainable approach when developing
computer networks for the 10T industry in urban environments(Haidar et al., 2021). This approach involves
collaboration between various stakeholders, including government, industry, academia, and the community, to ensure
that the infrastructure built meets future needs(Bibri, 2018). Investing in the right technology and careful planning are
also important to ensure your infrastructure can cope with the challenges ahead(Latif et al., 2021). This research makes
an important contribution to the optimization of computer networks that support the growth of the IoT ecosystem in
urban environments. A better understanding of the challenges and opportunities associated with the development of
computer networks for industrial 10T in urban environments will hopefully enable the development of more effective
and sustainable solutions(Nguyen et al., 2023). These solutions will not only promote inclusive and sustainable growth
of the 10T industry, but also improve the quality of life of city residents through the innovative and efficient use of
technology(Latif et al., 2021).

Investing in the right technology is also a key element in developing computer networks for the loT
industry(Guevara & Cheein, 2020). Technologies such as 5G networks, smart sensors, and advanced network
management systems can provide the necessary support to overcome the challenges. However, these investments
require careful planning to ensure that available resources are used efficiently and effectively(Setiawan et al., 2023).
Careful planning also includes identifying and mitigating risks that may arise during the development and
implementation process(Susanto et al., 2022). In addition, it is important to consider sustainability aspects when
developing computer networks for the 10T industry in urban environments. Sustainability covers various aspects, from
energy efficiency to the environmental impact of the developed infrastructure(Danil Fajri & Djutalov, n.d.). The
developed solution should be designed to reduce energy consumption and optimize the use of existing resources. In
addition, the environmental impact of the network infrastructure should be minimized by using environmentally
friendly materials and applying sustainable construction methods.

LITERATURE REVIEW
Internet of Things (10T) and the Urban Environment
IoT will be a major technological revolution that enables physical devices to connect to the Internet and
communicate with each other in vast and complex intelligent networks(Chamoso et al., 2018). In urban environments,
0T presents unique opportunities and challenges related to population density, mobility, and different infrastructure
needs.(Wang et al., 2019) presents a detailed study of the convergence of edge computing and deep learning in the
context of 10T, related to infrastructure development in complex urban environments.

Network Design and Implementation for loT

Scalable and efficient network design is key to supporting loT development in urban areas.(Li et al.,
n.d.)highlighted the importance of 5G networks in supporting increased connectivity of 0T devices by providing high
speed, low latency, and high capacity. In addition, (Taleb et al., 2017) discussed cloud architecture and orchestration at
the network edge in the context of 5G as it relates to supporting 10T implementation in urban environments.

Bandwidth Management and Network Security

Efficient bandwidth management and tight security are important aspects when developing 10T networks.(EI-
Sayed et al., 2017) highlighted the importance of edge computing integration to improve bandwidth efficiency and
security of 10T networks.(Yu et al., 2017) also published a study on edge computing covering bandwidth management
solutions and security challenges in urban loT environments.

Infrastructure Adaptation and Sustainability

Adaptation to existing infrastructure and a sustainable approach are key factors in the development of loT
networks.(Arasteh et al., 2016) discussed the importance of integrating smart sensors into urban infrastructure for
environmental monitoring, which helps with resource management and sustainability.(Lin et al., 2017b) also focused on
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loT architecture and supporting technologies that are important for network adaptation and sustainable development in
urban environments.

Collaboration and Technology Investment

Developing 10T networks in cities requires collaboration between stakeholders and investment in the right
technology.(Al-Fugaha et al., 2015) discussed the importance of collaboration between government, industry, and
society in developing comprehensive and sustainable 10T solutions. To ensure that the infrastructure can address the
challenges, the study also highlights investments in technologies such as 5G networks, smart sensors, and advanced
network management systems(Makruf et al., 2019).

Case Study of 10T Implementation in Urban Areas

Various case studies show the application of 10T technology in urban environments. For example, Songdo city in
South Korea uses sensors and connected infrastructure to optimize various aspects of city life(Liu et al., 2022). In
addition, Surabaya Smart City in Indonesia is applying loT to improve traffic safety and efficiency by using 10T sensors
on roads and public transportation(Susanto et al., 2022).

This literature review shows that the development of computer networks that support industrial 10T in urban
environments includes scalable network design, efficient bandwidth management, robust security, infrastructure
adaptation, and appropriate technology investments. This suggests that a holistic approach is required. Collaboration
and careful planning among stakeholders are also essential to ensure that the infrastructure can meet future needs and
support the sustainable growth of the lIoT ecosystem.

METHOD
Research Stages
Methods This research investigates the development of computer networks to support the Industrial Internet of
Things (1oT) in urban environments, focusing on understanding the required infrastructure and assessing the availability
of appropriate technologies.

The role of loT Benefits of sensor Communication Overall
networks in urban —> integration and loT | —» technology for — avaluation
environments in cities urban loT

Finish

Figure 1. Research diagram

The Role of 10T Networks in Urban Environments
Previous research has emphasized the importance of reliable 10T networks in dense urban environments. This
includes a scalable and secure infrastructure to support the communication of 10T devices.

Communication Technology for 10T in Cities

This study highlights that communication protocols such as MQTT and CoAP are important for data transfer
between 10T devices in urban areas. Contribute to improving communication efficiency and reliability. Challenges in
developing urban 10T networks When developing 10T networks in urban areas, challenges such as signal interference
and data security must be overcome. Solutions such as MIMO technology and power management algorithms have been
proposed.

Benefits of Sensor and 10T Integration in Cities

The integration of sensors and 10T technology has helped urban environmental management such as air quality
monitoring and intelligent transportation systems such as congestion detection.
This research focuses on mapping the computer network infrastructure required to support the implementation of the
Internet of Things (10T) in urban environments. The focus is on identifying relevant urban areas, the types of loT
devices to be integrated, and the specific applications to be investigated, such as air pollution monitoring or parking
management.

1. Survey location
a. Represents urban areas with high population density.
b. Regions with adequate computer network infrastructure to support IoT implementation.
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c. Cities with ongoing or planned loT development projects.
2. 1oT Devices
a. Environmental sensors that monitor air quality, temperature, humidity, etc.
b. Intelligent transportation systems such as parking sensors and traffic monitoring systems.
c. 1oT devices for energy management in buildings, such as door and window sensors and automated lighting
systems.
Table 1. Data Collection
No. Data Collection Variables Data Collection Methods Description

1 Network Infrastructure Field survey, technical Mapping the existing network topology at

documentation analysis the research site.

2 10T Communication Needs Interview, observation Identify the communication needs of IoT
devices required in an urban environment.

3 Environmental Characteristics ~ Direct measurement, field Evaluation of building density, population

survey mobility, and other environmental factors at
the study site.

4 10T Application Requirements  Interview, needs analysis Determination of specific loT application
requirements to be implemented in an urban
environment.

5 10T Device Performance Direct testing, data analysis ~ Testing the functionality, performance, and
security of loT devices integrated in
computer networks

1) Network infrastructure
Data collection methods: Field survey, technical document analysis.
Description: Mapping the network topology at the research location.
2) loT Communication Needs
Data Collection Methods: Interview, Observation.
Description: Identify the communication needs of 10T devices in urban environments.
3) Environmental characteristics
Data collection method: Direct measurement, field survey.
Description: Assessment of building density, population displacement, and other environmental factors at the
study site.
4) loT application requirements
Data collection methods: Interview, needs analysis.
Description: Determines the requirements of a particular 10T application to be deployed in an urban
environment.
5) Performance of 10T devices

Data collection methods: Direct testing, data analysis.
Description: Test the functionality, performance, and security of 10T devices integrated into a computer
network.

This table helps you plan how to collect data for each aspect related to your research on developing computer
networks for 10T in urban environments. The goal is to build a computer network infrastructure that can support reliable
and efficient connectivity of Internet of Things (10T) devices in urban environments.

Steps :

a.

b.

Requirements Analysis: Identify the communication requirements of the 10T devices you want to integrate,
such as bandwidth, latency, and other network requirements.

Topology Planning: Design a suitable network topology to support the distribution of 10T devices in the target
metropolitan area.

Hardware Sourcing: Select and purchase network hardware to meet your needs. Examples: routers, switches,
and other devices.

Software Configuration: Configure network software, such as operating systems and network management
applications, according to needs and specifications.

IoT Device Integration: Installation and integration of 10T devices into the network, including configuring
communication protocols and testing connectivity.

Testing and Validation: Run a series of tests to ensure the performance and reliability of your network
infrastructure and to validate its compatibility with connected IoT devices.

A robust and reliable network infrastructure is ready to support the deployment of the Internet of Things in urban
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environments. Stable and efficient connectivity between 10T devices and the network infrastructure enables smooth data
exchange and fast response times. Preparation for the next stage of research, such as implementation of specific 10T
applications and further testing of the developed network.

Efficient resource management

10T sensors can be installed in city infrastructure such as electricity, water, and gas networks.

a. Data collected in real-time helps governments and organizations optimize resource use, reduce waste, and save
on operational costs.

b. Smarter mobility: Networks of sensors and connected devices enable intelligent transportation systems. For
example, traffic monitoring, smart parking and public transportation integration can reduce congestion and
greenhouse gas emissions.

c. Improved security: 10T sensors and cameras serve as additional eyes and ears to monitor city security. Data
from these sensors help monitor public activity, detect potential security threats, and enable quick response to
emergencies.

But loT adoption also presents challenges such as data security and public participation. Therefore, collaboration
between the government, private sector, and the community is essential. Here are examples of 10T implementation in
several cities.

a. Songdo International Business District (South Korea): The city was built from scratch and makes extensive use
of 10T technology. Sensors and connected infrastructure help optimize various aspects of city life.

b. Surabaya Smart City (Indonesia): Surabaya is implementing loT to improve traffic safety and efficiency. loT
sensors on roads and public transportation collect traffic data in real time.

SMART CITY

Figure 2. 10T Implementation

Table 2. Analysis Data

No. Variable Analysis Description Analysis Result
1 Network Performance  Throughput, Laatency, Connection Network performance meets expected
Reliability standards
2 Functional 10T Devices  Transmission Sensor Performance l0T devices operate as expected
3 Network and IloT Infrastructure Security, Security Identify security gaps, recommend
Device Security Loopholes fixes
4 Conformance with Application Requirements, Test Results Full compliance with application
requirements
5  Overall Evaluation Overall System Performance Successful implementation,

development recommendations

1) Network Performance
Evaluate the performance of your network infrastructure by analyzing connection throughput, latency and
reliability data. Determine if your network performance meets expected standards and identify areas that need
improvement.

2) 10T Device Functions
Evaluate data from functional testing of 10T devices to ensure the devices are functioning according to
specifications and expectations. Indicate if there are any issues with sensor function or data transmission that
need to be resolved.
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3) Network Security and 10T Devices
Analyze security test results to identify potential vulnerabilities in network infrastructure and IoT devices.
Make recommendations to improve system security and protect sensitive data.

4) Compliance with 10T Application Requirements
Compare test results with pre-defined 10T application requirements to determine how well your network
infrastructure and loT devices meet application requirements. ldentify areas that require adjustments or
improvements to ensure full compliance.

Overall Evaluation

Evaluate the overall implementation and testing to evaluate the success of achieving the research objectives.
Draw conclusions about overall system performance and make recommendations for further development or
improvement of network infrastructure and loT devices.

RESULT
Network performance
The performance evaluation of the network developed in this study showed satisfactory results based on several
key parameters such as throughput, delay, and connection reliability.
1. Throughput: The average throughput is 100 Mbps, with slight variations acceptable in congested network
conditions.
2. Latency: the average latency is measured at 20ms, indicating a fast and reliable response time for loT
applications.
3. Connection reliability: The connection reliability is 99.9%, indicating high stability of network
communication.

10T ENABLED
MOBILE DEVICES
7] A 0T ENABLED
] T SHOPS, AIRPORTS, 0@0 @
STATIONS 0

EDGE loT DEVICES

LAAARAS

3',0 d

IoT DEVICES

db =

DATACENTERS

loT ENABLED FACTORIES

INTERNET

a 2 OF THINGS
é% L H " @1 o)
58 SMo

1oT ENABLED SHIPS D —
al Tle loT ENABLED
AIRPLANES, TRAINS o010 loT ENABLED CITIES HOMES & BUILDINGS

d

Figure 3. 1oT Network Performance in Urban Environments.

Functional device
Functional testing of the 10T devices showed that they operated within the expected specifications.
Environmental sensors, intelligent transportation systems, and energy management devices provide accurate and
reliable data.
1. Environmental Sensors: The performance of the air quality, temperature, and humidity sensors is excellent, with
measurement deviations of less than 2%.
2. Intelligent Traffic System: Parking sensors and traffic monitoring systems show high reliability in detecting
traffic jams and providing real-time information.
3. Energy Management Devices: The automatic lighting system and door/window sensors function well and
contribute to the energy efficiency of the building.
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Figure 4. 10T Device Functionality

Network and 10T Device Security
Security analysis of 10T networks and devices reveals that there are some security vulnerabilities that need to be
addressed, but the overall infrastructure is equipped with appropriate security measures.
1. Data encryption: All data sent over the network uses AES-256 encryption.
2. Device Authentication: Implementing two-factor authentication on loT devices increases security against
unauthorized access.
3. Vulnerabilities Identified: Several vulnerabilities have been discovered in the firewall configuration that require
immediate remediation.

Table 3. Network and 10T Device Security Analysis

No. Variable Analysis Description Analysis Result
1  Data Encryption Implementation of AES-256 High safety, low risk
encryption
2  Device Authentication ~ Two-factor authentication High security, unauthorized access
minimized
3 Security Loopholes Identification and improvement Some gaps found, need to be fixed

recommendations

Compliance with 10T Application Requirements
The network infrastructure and 10T devices fully comply with the pre-defined application requirements. The test
results show sufficient performance to support various loT applications in urban environments.
1. Air Quality Monitoring: The data generated meets the expected standards.
2. Traffic Management: The system reduces congestion and provides accurate information on parking availability.
3. Energy efficiency in buildings: The use of 10T sensors has made it possible to increase energy efficiency with
proper automation.

Table 4. Compliance with 10T Application Requirements

No. Variable Analysis Description Analysis Result
1 Air Quality Monitoring  Environmental sensor data In accordance with the expected standard
2 Transportation Effectiveness of parking and Reduced congestion, accurate real-time
Management traffic systems information
3 Building Energy Lighting automation and energy Improved energy efficiency, operational cost
Efficiency control savings
DISCUSSION

The application of computer networks and IoT devices in urban environments successfully achieved the research
objectives. The built system has good performance, adequate security, and meets the requirements of 10T applications.
Other development recommendations include improving the security configuration and expanding the network coverage
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to support more 10T devices.

Figure 5. Implementation of the Internet of Things

CONCLUSION

The development of computer networks to support industrial 10T in urban environments requires a
comprehensive and sustainable approach. Scalable network design, efficient bandwidth management, tight security, and
adaptation to existing infrastructure are key factors when developing computer networks for IoT. This case study shows
that the implementation of 5G-based wireless networks and urban environmental monitoring using smart sensors can
provide significant benefits in supporting 10T device connectivity. The results provide important insights into the most
effective strategies and technologies for developing computer networks that support the growth of the 10T ecosystem in
urban environments. The study also highlights the importance of collaboration between various stakeholders, investing
in the right technology, and careful planning to ensure the infrastructure built can meet future needs.
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